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AMERICA NEEDS
TRAINED
PROFESSIONALS!

Demand for Cyber Security employees is expected to rise to 6 million globally by 2019,
with a projected shortfall of 1.5 million, says Michael Brown, CEO at Symantec, the world’s
largest security software vendor.

ESSENTIAL & ADVANCED LEVELS

NOT JUST SIMULATION

loT Devices

Card Readers
Wireless Sniffers
Smart Meter

Motion Detector
Video Cameras
Bluetooth Sniffers
PLC and SCADA
Biometric Devices
Virtualization Systems

Cyber Security is an all-encompassing domain of Information Technology — it
comprises the entire set of security-related technologies and issues

THE GOVERNMENT NIST FRAMEWORK

The new MARCRAFT CYBER SECURITY
ESSENTIALS course, based on the National
Institute of Standards and Technology,
encompasses 180-240 hours of both theory
and extensive hands-on equipment and

e Physical Asset Security Systems & Devices

e Local Host, Local Network & Internet Security

e Enterprise Network Security

e Industrial Control System (ICS) Network Security

e Maedical/loT Network Security
e Ethical Hacking Roles and Tools

Be sure to call 800-441-6006 or e-mail us at info@marcraft.com for a
FREE EVALUATION copy of the Student Text and Lab Guides
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Identify, Protect, Detect, Respond, Recover
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Cyber Security skills are in high demand,
as threats continue to plaque enterprises
around the world.

WILL YOU BE READY?
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FOR THF STLIDFNT:

Fully lllustrated Text and Lab Guides

* Complete Theory Instruction
ESSGII"BIS

nd Practices

* Extensive Technical Instruction
* Integrated Hands-On Labs
* Industry Certification Test Prep [ m = ]
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Figure 40-1: Standalone ICS Network

Fully lllustrated Instructor’s Guide with
PowerPoint Presentations

*Onsite Classroom Set-up and Training
* Online Classroom Management

* Master Reset Control

* Free 1-800 Tech Support

* Equipped for 24-32 Students

FOR THE EMPLOYER:
CS

Potential IT Employee with: FUNDAMENTALS CERTIFICATE

CISSP

CERTIFIED
ETHICAL HACKER

* Training Based on the NIST Framework
* Well-Rounded Technical Skills

* Significant Hands-On Experience

* Industry Certifications
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CYBER SECURITY ESSENTIALS

Chapter 1 Infrastructure Security - Introduces the concepts
and techniques associated with physical infrastructure security
devices, systems and techniques used to combat theft, prevent
physical damage, maintain system integrity and services, and limit
unauthorized disclosure of information. Key information includes
physical access control systems, authentication techniques and
systems, monitoring and notification systems, surveillance systems,
and environmental security activities.

Chapter 2 Local Host Security - Focuses on tools and
techniques used to secure the three perimeters of all local
computing devices. Key topics include physical port access
hardening, OS hardening, application hardening, and drive, folder
and file encryption, local firewall and browser security practices.

Chapter 5 Enterprise Network Security - Focuses on traditional
Information Technology security typically found in domain-based
enterprise\business network environments. Key topic areas covered
includes traditional business network configuration and variations,
including intranets, extranets. It also discusses common protective
network structures including security zones, tunnels, DMZs and Honey
Pots. It also covers application security considerations, including software
design, database security, and application security. It also covers server
and network virtualization activities, cloud security concerns, as well as
organizational risk assessment/ analysis, implementing corporate
policies, business contingencies and disaster recovery planning.

Chapter 3 Local Networking Security - Deals with security
aspects associated with local area networks (LANs). Important
topics examined include network topologies (connection schemes)
and standard network connectivity devices, servers, the OSI model,
network control strategies, networking protocols (rules) such as
TCP/IP, IP addressing schemes and the Ethernet standard. It also
includes logical access control for network environments - including
user and group access controls instituted through the server’s
network OS, network authentication options, wireless network
security considerations, securing network backup media.

Chapter 6 Industrial Cyber Security Systems — Encompasses
computing and intelligent control systems associated with automated
processes, Industrial Control Systems (ICS), utility-related smart grid
systems, smart meters, and Supervisory Control and Data Acquisition
(SCADA) systems. It also introduces non-IT network devices such as
Programmable Logic Controllers (PLCs), Remote Telemetry Units (RTUs)
and Intelligent Electronic Devices (IEDs), as well as cloud computing and
Internet of Things (loT) concepts to the industrial network environment.

Chapter 4 Cyber Security — Dealing with security issues
posed by Wide Area Networks (WANs) such as the Internet and
protection of the organization from external threats. The key
elements of this chapter cover authentication protocols, data
cryptography, and data encryption techniques. It also examines
Virtual Private Networks (VPNs) and firewalls, System Auditing and
Event Logging as tools, along with different types of Intrusion
Detection Systems (IDS).

Chapter 7 Medical/loT Network Security — Highlights the
increased liability issues and governmental regulations attached to
medical record handling. It examines computing and network devices and
practices specific to medical record handling security. The proliferation of
medical Internet of things devices and the vulnerabilities of these devices
along with techniques and practices used to secure them are covered.

According to ISACA “The majority
of enterprises said practical,
hands-on experience was the
most important qualification in a
security candidate”

Chapter 8 Introduction to Ethical Hacking — Examines the
history of “hacking”, hacker types (Black/White/Gray), actors (Script
kiddies, Cyber Terrorist, Cyber Hacktivists, Cyber Criminals, nation-state
sponsored hackers), and important hacking examples. The chapter
focuses on penetration testing (pentesting) - Legalities, pentest teams,
attack strategies (Lockheed-Martin Kill Chain), and test reporting.
Different types of cyber attacks (sniffing, Man in the Middle, attacks,
Cache poisoning, social engineering methods, etc) are conducted.
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CYBER SECURITY ADVANCED

CISSP

Security Professional

Certified Information Systems

GICSP

Global Industrial Cyber
Security Professional

Advanced Enterprise:
Security and Risk Management
Asset Security
Security Engineering
Communications and Network Security
Identity and Access Management
Security Assessment and Testing
Security Operations
Software Development Security

Certified Ethical Hacker

CEH

Hacking, Cracking, Internet Jacking:
Penetrate into Network Systems
Scan, Test, Hack and Secure Networks
Use Perimeter Defenses to Scan and Attack
Intrusion Detection, Buffer Overflows, DDoS
Learn Threats to Cloud Computing
Pen Testing
Mobile Phone Hacks
Virus, Trojan, Backdoors, Social Engineering
Information Security Controls and Laws

New!

ICS Security

Industrial Security Systems:
Access Management
Change Management
Cyber Security Essentials for ICS
Disaster Recovery
ICS Architecture
ICS Modules and Elements Hardening

Incident Management
Basic Process Control Systems

Qafetvy and Pratartinn Queteame

Advanced Internet of Things (loT):

Design, build, program, troubleshoot and
secure loT devices. Create IoT devices to
perform specific tasks including -
temperature measurements, proximity
detection, remote monitoring, remote
access control, and automated lighting
control . Secure loT devices and systems
to avoid potentially damaging or
dangerous exploitable vulnerabilities
associated with these devices.

DIGITAL FORENSICS

Based on NIST, students learn industry hands-on practices for the
recovery and investigation of material found in digital devices.
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Introduction to Digital Devices
Investigative Procedures
Hardware 101

Operating Systems/File Systems
Passwords and Trouble Zones
Tools of the Trade

Evidence

Retrieving Data

Mobile Device Forensics
Network Forensics
Online World and Email
Preparing to Testify

Be sure to call 800-441-6006 or e-mail us at info@marcraft.com for a

FREE EVALUATION copy of the Student Text and Lab Guides
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AMERICA NEEDS
TRAINED
PROFESSIONALS!

Cyber Security is an all-encompassing domain of Information Technology — it
comprises the entire set of security-related technologies and issues

NOT JUST SIMULATION

loT Devices

Card Readers
Wireless Sniffers
Motion Detector
Video Cameras
Bluetooth Sniffers
PLC and SCADA
Biometric Devices
Virtualization Systems
AND MUCH MORE

Demand for Cyber Security employees is expected to rise to 6 million globally by 2019, with a
projected shortfall of 1.5 million, says Michael Brown, CEO at Symantec, the world’s largest security
software vendor.

THE GOVERNMENT NIST FRAMEWORK

The new MARCRAFT CYBER SECURITY
ESSENTIALS course, based on the National
Institute of Standards and Technology,
encompasses 180-240 hours of both theory
and extensive hands-on equipment and

e Physical Asset Security Systems & Devices

e Local Host, Local Network & Internet Security

e Enterprise Network Security

¢ Industrial Control System (ICS) Network Security

e Maedical/loT Network Security

e Ethical Hacking Roles and Tools ISACA Cybersecurity Fundamentals Certificate Exam
Microsoft Security Fundamentals MTA 98-367 Exam
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Be sure to call 800-441-6006 or e-mail us at info@marcraft.com for a
FREE EVALUATION copy of the Student Text and Lab Guides
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Identify, Protect, Detect, Respond, Recover
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Cyber Security skills are in high demand,
as threats continue to plaque enterprises
around the world.

WILL YOU BE READY?
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FOR THE STUDENT:

Fully lllustrated Text and Lab Guides
* Complete Theory Instruction

Cyber Security.
Essentials

Concepts and Practices

* Extensive Technical Instruction
* Integrated Hands-On Labs

* Industry Certification Test Prep mg T mg
* Online Curriculum Available evore =l Coloens
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Fully lllustrated Instructor’s Guide with
PowerPoint Presentations

*Onsite Classroom Set-up and Training
* Online Classroom Management

* Master Reset Control

* Free 1-800 Tech Support

* Equipped for 24-32 Students

FOR THE EMPLOYER:

Potential IT Employee with: ISACA Cybersecurity Fundamentals Certificate Exam
* Training Based on the NIST Framework Microsoft Security Fundamentals MTA 98-367 Exam
* Well-Rounded Technical Skills [SecurityE

* Significant Hands-On Experience
* Industry Certifications
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IT FUNDAMENTALS

Prepare your students for the next level
with 45-Hour IT Foundation Courses
Pick and Choose, Mix and Match!

Introduction to Networking Introduction to Cyber Security

Networking Funqamentals Microsoft Core C}/ber Security Pnpuples Mi ft
Network Operating Systems “Technology Operating Syst?m Se_cuntlty “Technology
Network Upgrading _ Associate Network Security Principles Associate

Network Operations Security Software

Network Troubleshooting and Maintenance

Introduction to Computers

Basic Computer Architecture & Operation
Common Software Packages and Usage
Consumer Maintenance Practices

Introduction to Internet of Things (I0T)
Introduction to Processors
Introduction to Sensors
Introduction to Actuators
Coding/Internet Fundamentals

Introduction to Databases
Database Analysis and Design
Database Development and Implementation
Administration and Maintenance
Security Administration
Client Services

Introduction to Coding

Software Development Theory
Program Design SkKills
Programming Skills
Debugging Skills

Depending on your plan, the Marcraft Cyber Security program can be taught in 1 or 2 years

Cyber Security Essentials

Grade 12 Enterprise | 'M9USYB | yrodical | introduction o
Cyber : Certification o) )
2 Network : Network to Ethical 1)
CSE Environments Security Security Security Hacking Test Prep " —
& Testing Systems Optional )
Grade 11 Infastucture Ii-xoocj Nlémlrk et i Digital ) ey P e €
CSE ancepts Security Security | Security Security Test Prep Forensics mTeCh‘mmlogV!
& Practices Associafe
The Complete Introductory IT Program Optional
Grade 9 or The Complete | Tpne Complete | The Complete The Complete Microsoft
Grade 10 The Complete | Introductory Introductory Introductory Introductory Technology
IOT Course Cybg;LS];ceuan Networking Course | Coding Course Computer Course Associate

Be sure to call or e-mail us for a FREE
EVALUATION copy of the Student Text and Lab Guides
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DIGITAL FORENSICS [new:

digital devices.

Based on NIST, students learn industry
hands-on practices for the recovery
and investigation of material found in

Station | Unit(s)
1 Introduction & Digital Forensics
2 Investigative Procedures
3 Hardware 101
4 Operating Systems/File Systems
5 Passwords and Trouble Zones
6 Tools of the Trade
7 Evidence
8 Retrieving Data
9 Mobile Device Forensics
10 Network Forensics
11 Online World and Email
12 Preparing to Testify
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A+ Maintaining and Repairing PC’s

Preapres student to pass
the CompTIA A+ Exam.

Includes:

Software Faults
Hardware Faults
Diagnostic Software
Test Prep

Includes:
Software
Hardware Faults

Test Prep

Preapres student to pass
the CompTIA Net+ Exam.

Diagnostic Software
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Digital Forensics

COMPUTER FORENSIC EXAMINERS use specialized tools and practices to locate and
retrieve information from computers and other types of digital devices that store

data to determine where crimes or possible data breaches have occurred and how.

NOT JUST SIMULATION

FTK Imager Software
Tower Station
Laptop
Forensics Toolkit
Docking Station
Digital SLR Camera
Faraday Bags
USB Drives
Hard Drives
Card Reader
Docking Station
And More

According to 2017 BLS data, the demand for employees with these skills is expected

to grow by 28% from 2016-2026.
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Digital Forensics

Introduction to Digital Forensics
Investigative Procedures

Data Storage

Storage Media & Hardware Devices
Passwords

Forensics Tools of the Trade

7 4’4:’.“5 Steganography & Multimedia Evidence
”f Data Acquisition and Analysis

Mobile Device Forensics
Leslie Harrison :
Network Forensics

” ig’- m ’ Online Investigations & Email
4 Preparing to Testify
r n’ 8"8’ cs Industry Certification

Concepts and Practices

FOR THE STUDENT:

Fully lllustrated Text and Lab Guides
* Complete Theory Instruction
* Extensive Technical Instruction
* Integrated Hands-On Labs
* Industry Certification Test Prep
* Online Curriculum Available

FOR THE INSTRUCTOR:

Fully lllustrated Instructor’s Guide with
PowerPoint Presentations

*Onsite Classroom Set-up and Training
* Online Classroom Management

* Free 1-800 Tech Support

DIGITAL

FORENSICS
FOR THE EMPLOYER: b

Potential IT Employee with: St
* Well-Rounded Technical Skills FORENSICS
* Significant Hands-On Experience
* Industry Certification

Be sure to call 800-441-6006 or e-mail us at info@marcraft.com for a
FREE EVALUATION copy of the Student Text and Lab Guides
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Industrial Control Systems (ICS)
and Grid Security

New!

STRONG GROWTH PREDICTED FOR INDUSTRIAL CONTROL SYSTEM MARKET: With a
rise in sophisticated cyber-attacks and threats on control networks, the market for

industrial control systems (ICS) security to protect plants is growing rapidly!

NOT JUST SIMULATION
ICS Trainer

PLCs

NSA Tools

Router

Micro SD Card

SCADA Software
Harddrive

Optional:
Managed Switch
Enterprise Router

Firewall

The ICS/OT network security environment is built on devices, protocols, connectivity

specifications and requirements that do not exist in the SOHO or Enterprise network.

Industrial Security Systems:
Access Management
Change Management
Cyber Security Essentials for ICS
Disaster Recovery
ICS Architecture
ICS Modules and Elements Hardening
ICS Security
Incident Management
Basic Process Control Systems
Safety and Protection Systems
Physical Security

Be sure to call 800-441-6006 or e-mail us at info@marcraft.com for a

FREE EVALUATION copy of the Student Text and Lab Guides
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Industrial Control Systems (ICS)
and Grid Security

Prepare students to pass the SANS Institute GICSP Certification

FOR THE STUDENT:

Fully lllustrated Text and Lab Guides
* Complete Theory Instruction

* Extensive Technical Instruction
* Integrated Hands-On Labs

* Industry Certification Test Prep
* Online Curriculum Available

FOR THE INSTRUCTOR:

Fully lllustrated Instructor’s Guide with
PowerPoint Presentations

*Onsite Classroom Set-up and Training
* Online Classroom Management

* Free 1-800 Tech Support

FOR THE EMPLOYER:

Potential IT Employee with:

* Training Based on the NIST Framework
* Well-Rounded Technical Skills

* Significant Hands-On Experience

* Industry Certification

Be sure to call 800-441-6006 or e-mail us at info@marcraft.com for a
FREE EVALUATION copy of the Student Text and Lab Guides
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